Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
Operating System 32-bit or 64-bit operating system with | ¢  Current Microsoft offerings e  Ubuntu e  Microsoft Effective:
(OIS) - Desktop and graphicgl user interface for Intel processor | o Current Apple offerings . RedHat Contract 11/18/2011
Laptop/Notebook compatible platform e Current Novell offerings e  Fedora e  Novell Updated:
e  Current Red Hat offerings e SUSE Contract 03/19/2012
e  Open Solaris e RedHat Reviewed:
Microsoft Product Lifecycle Search Contract
Containment Targets
. Microsoft Windows 98
e  Windows 95
e  Windows 2000 Professional
Remote Desktop Requires a PPP TCP/IP based connection. | ¢  Current Citrix offerings e  Xrdp e HP e  Citrix Contract
Control Software All transmissions must be encrypted using | ¢  Current Microsoft offerings e mRemote e Microsoft e Microsoft
the Secure Sockets Layer (SSL) protocol |«  Current VMware offerings e UltraVNC e Citrix Contract
and require a Io_gm before establishing the | ¢«  Current HP offerings e  TightVNC e  VMware e  Novell
session connection. e Current Sun/Oracle offerings e  Sun/Oracle Contract
L]
Remote Desktop Control Software is 8;?](§Irzct
grouped into three categories, depending
on its intended purpose:
. Single User (a user accesses their
workstation desktop remotely)
e  Multi User (many users execute
applications remotely)
e Remote Administration (system
administrator accesses user
workstations to debug problems
and/or make configuration changes.)
Office Suite - Supported by the approved operating | e  Current Microsoft offerings e  Oracle Open Office | e  Apple e  Adobe
Desktop and systems for desktop and notebook | e Current Adobe offerings e  Zoho Office e IBM Contract
Notebook/ computers. e  Current offerings e IBM e  Corel Contract
Laptop/iPad o ) i e Current Corel offerings e  Microsoft
The principal challenge with office |,  cyrrent Apple offerings Contract
productivity software is an inability to easily
share documents, spreadsheets, | containment Targets
databases, etc. across  various yendor . Microsoft XP Professional
packages and sometimes cioss GISEIL | woraperect Offce
- e  Lotus SmartSuite
package. For the State to run effectively )
and efficiently, everything possible needs to * Star Office .
be done to facilitate the work product. Time | ®  L€gacy Word Processing
is wasted when files can’t be shared and Packages
have to be continually converted, re-edited, | ®  L€gacy Spreadsheet
or recreated. Packages
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http://www.microsoft.com/en/us/default.aspx
http://www.apple.com/
http://www.novell.com/home/
http://www.redhat.com/
http://support.microsoft.com/lifecycle/search/
http://www.ubuntu.com/
http://www.redhat.com/
http://fedoraproject.org/
http://www.suse.com/
http://hub.opensolaris.org/bin/view/Main/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://www.citrix.com/lang/English/home.asp
http://www.microsoft.com/en/us/default.aspx
http://www.vmware.com/
http://welcome.hp.com/country/us/en/cs/home.html
http://www.oracle.com/index.html
http://www.xrdp.org/
http://enremote.com/
http://www.uvnc.com/
http://www.tightvnc.com/
http://welcome.hp.com/country/us/en/cs/home.html
http://www.microsoft.com/en/us/default.aspx
http://www.citrix.com/lang/English/home.asp
http://www.vmware.com/
http://www.oracle.com/index.html
http://procurement.sc.gov/webfiles/IT_CONTR/Citrix.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://www.microsoft.com/en/us/default.aspx
http://www.adobe.com/
http://www.corel.com/servlet/Satellite/us/en/Content/1150905725000
http://www.apple.com/iwork/
http://www.openoffice.org/
http://www.zoho.com/
http://www-01.ibm.com/software/lotus/
http://www.apple.com/iwork/
http://www-01.ibm.com/software/lotus/
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
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Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
. Legacy Presentation
Office Suite — cont. | Users heavily involved with programming or Packages
end-user support may require Developer
versions of standard suites and/or non-
supported packages.
Publishing - Desktop publishing a process of using | e  Current Adobe offerings Adobe e  Microsoft
Desktop computer and specific types of software to | «  Current Microsoft offerings Quark Contract
combine graphics and text to create | Current Corel offerings e  Adobe
documents such as newsletters, brochures, |«  Current Apple offerings Contract
books, etc. Desktop publishing software is | 4  cyrrent Quark offerings e  Corel Contract
a tool for both graphic designers and non-
designers to create visual communications
for professional or desktop printing.
Operating System - | For series enterprise servers: POSIX | e  Current Microsoft offerings VMware Dell e Microsoft
Server compliant 32-bit operating system. . Current IBM offering Microsoft 1BM Contract
e  Current HP offerings HP e  HP Contract
Fpr RISC_ platforms: POSIX compliant 64- | Current Sun/Oracle offerings . Oracle
bit operating system. e Current Red Hat offerings Contract
. Red Hat
For Intel platforms: 32-bit or 64-bit Contract
operating system.
e  Hardware/application compatibility for
O/S, there is a direct correlation
between hardware and O/S upgrade
with any significant hardware
upgrades.
. Should actively attempt to retire any
Windows O/S older than Win XP.
Fax Server A fax server is a system installed in a local | ¢«  Current Biscom offerings J2 Global
Software area network (LAN) server that allows | e Current Esker Software Esker
computer users who are attached to the offerings
LAN to send and receive fax messages. | o Current Omtool offerings
Fax messages can be stored as printable
work processing, graphic, database, or
spreadsheet files. Scanned documents can
be sent as fax messages, allowing a
computer and scanner to effectively
emulate a dedicated fax machine.
Client/server fax software fully integrated
with Microsoft Exchange and Outlook client
software.
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http://www.adobe.com/
http://www.microsoft.com/en/us/default.aspx
http://www.corel.com/servlet/Satellite/us/en/Content/1150905725000
http://www.apple.com/iwork/
http://www.quark.com/
http://www.adobe.com/
http://www.quark.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://www.microsoft.com/en/us/default.aspx
http://www-01.ibm.com/software/?pgel=ibmhzn&cm_re=masthead-_-products-_-sw-allsoftware
http://welcome.hp.com/country/us/en/cs/home.html
http://www.oracle.com/index.html
http://www.redhat.com/
http://www.vmware.com/
http://www.microsoft.com/en/us/default.aspx
http://www.dell.com/content/topics/reftopic.aspx/bsd/odg/13263_search_generic_hsb?c=us&cs=&l=en&s=gen&kw=dell&ST=dell&dgc=ST&cid=16010&lid=380485&acd=sMu8aNfpE,12953351980,901n7v6848
http://www-01.ibm.com/software/?pgel=ibmhzn&cm_re=masthead-_-products-_-sw-allsoftware
http://welcome.hp.com/country/us/en/cs/home.html
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/PC_Purchase_WSCA.pdf
http://www.cio.state.sc.us/itmo/contract/osp/Software/software.htm
http://www.cio.state.sc.us/itmo/contract/osp/Software/software.htm
http://www.biscom.com/
http://www.esker.com/
http://www.omtool.com/
http://www.j2global.com/
http://www.esker.com/

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
Server Virtualization is the creation of a virtual Citrix Current Citrix offerings e KVM e  Platform e  Citrix Contract
Virtualization (rather than actual) version of something in Current Microsoft offerings e  Xen Computing . Microsoft
Software the area of computing. The most common Oracle Current Oracle e HP Contract
goal of virtualization is to centralize offerings e IBM . Oracle
administrative  tasks ~ while  improving Current VMware offerings e  VMware Contract
scalability and workloads. e Abiguo
The business drivers usually are:
e Data center consolidation
e Reduction in the number of
physical servers
e  Reduction in energy utilization
e  Faster server deployment and
provisioning
e  Standardization of server,
operating system, and software
e  Overall reductions in capital and
operating expenses
Host Print TCP/IP host printing Current DST Output offerings e  Elixir
Current Merrill Corporation . CEDAR
offerings
Current Williams Lea offerings
Current RR Donnelley
offerings
Electronic Portable Document Format (PDF) is the Current Adobe offerings e DocuSign e  Adobe
Documents — approved format for the creation of non- Current Nuance offerings e EchoSign/Adobe Contract
Non-Alterable alterable and non-editable files.
Electronic Deferred to the UETA (Uniform Electronic Current Silanis offerings e  DocuSign
Signature Transactions Act) o Current DocusSign offerings o EchoSign/Adobe
SC_Standards for Electronic Signature — Current eSignSystems
Feb. 28, 2007 offerings
SC Electronic _Signatures Analysis & Current ARX offerings
Implementation Guide — Mar. 28, 2007
Use of signature unique to the signer:
The electronic signature must uniquely
identify the signer, and must be under
reasonable control of the signer. That is, it
must be unlikely that any other
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http://www.citrix.com/lang/English/home.asp
http://www.microsoft.com/en/us/default.aspx
http://www.oracle.com/index.html
http://www.vmware.com/
http://www.linux-kvm.org/page/Main_Page
http://xen.org/
http://www.platform.com/
http://www.platform.com/
http://welcome.hp.com/country/us/en/cs/home.html
http://www-01.ibm.com/software/?pgel=ibmhzn&cm_re=masthead-_-products-_-sw-allsoftware
http://www.vmware.com/
http://www.abiquo.com/
http://www.cio.state.sc.us/itmo/contract/osp/Software/software.htm
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://dstoutput.com/
http://www.merrillcorp.com/
http://www.williamslea.com/en-GB/Pages/default.aspx
http://www.rrdonnelley.com/
http://www.elixir.com/
http://www.cedardoc.com/
http://www.adobe.com/
http://www.nuance.com/
http://www.docusign.com/
http://www.echosign.com/
http://www.cio.state.sc.us/itmo/contract/osp/Software/software.htm
http://www.cio.state.sc.us/itmo/contract/osp/Software/software.htm
http://www.law.upenn.edu/bll/archives/ulc/fnact99/1990s/ueta99.htm
http://www.law.upenn.edu/bll/archives/ulc/fnact99/1990s/ueta99.htm
http://cio.sc.gov/NR/rdonlyres/A825AF86-8FDA-4A63-8A02-8907639020EC/0/scrUETASCStandardsforElectronicSignatures.pdf
http://cio.sc.gov/NR/rdonlyres/9F3BA2ED-7A88-4EE4-A090-93BB482B1502/0/scrUETASCAnalysisandImplementationGuideforElecSignatures.pdf
http://cio.sc.gov/NR/rdonlyres/9F3BA2ED-7A88-4EE4-A090-93BB482B1502/0/scrUETASCAnalysisandImplementationGuideforElecSignatures.pdf
http://www.silanis.com/
http://www.docusign.com/
http://www.esignsystems.com/pages/home.html
http://www.arx.com/
http://www.docusign.com/
http://www.echosign.com/

Enterprise Standards and Approved Products

Software Domain

Category

Enterprise Standard

Top Product(s)

Open Source
Product(s)

Cloud
Offering(s)

ITMO
Contract(s)

Date

Electronic
Signature cont.

unauthorized entity provided the signature.

Agreement by the parties: A party signs a
document in order to convey a mutually
understood message to another party, such
as authorship, receipt, or approval of the
document. In the case of an electronic
signature, both the signer and the intended
recipient of the signed document must
agree that the electronic sound, symbol, or
action will be accepted as a signature for
the electronic document or record.

Intent to sign: The application of the
electronic signature to the electronic record
must be a deliberate act. It cannot be
implied or inferred.

Association of the signature with the
signed record: The electronic signature
must be physically or logically associated
with the electronic record that is signed,
and that association must persist for as
long as the signature is in effect, which may
be the life of the record.

Enterprise Single
Sign-On (ESSO)

Enterprise  Single Sign-On refers to
specialized software that enables a user to
authenticate once and gain access to
multiple, often disparate, technology targets
(e.g. network, web, and windows
interfaces). ESSO is part of a larger
segment of tools known as identity and
access management (IAM), but it is
differentiated from similar technologies
(such as password wallets, password
synchronization, and directory sign-on)
because it is centrally administered on an
enterprise level, provides automatic log on,
and allows for legacy applications that are
not directory-enabled.

Currently, there are no generally accepted
independent standards. Instead, ESSO
tools are proprietary, although some use
XML as an integral part of their system.

Current Oracle offerings
Current Microsoft offerings
Current CA offerings
Current |BM offering
Current Novell offerings

Microsoft
Contract
Novell
Contract
Oracle
Contract
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http://www.oracle.com/index.html
http://www.microsoft.com/en/us/default.aspx
http://www.ca.com/us/default.aspx
http://www-01.ibm.com/software/?pgel=ibmhzn&cm_re=masthead-_-products-_-sw-allsoftware
http://www.novell.com/home/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
However, the Federal Government has
adopted the Organization for the
Advancement of Structured Information
Standards (OASIS) Security Assertion
Markup Language (SAML 2.0) as its base
. . standard.
E,nterpr'se Single . User access and authorization
Sign-On (ESSO) through RDBMS or LDAP based
cont. systems with RADIUS as the
Security Abstraction Layer
e  Management through SNMPv3 or
IP
Business The term Business Intelligence (BI) | ¢  Current SAP offerings e  Acutate BIRT e  Actuate e Microsoft
Intelligence represents the tools and systems that play | e Current Microsoft offerings e  SpagoBI e IBM Contract
Software a key role in the strategic planning process | ¢  Current SAS Institute offerings |e  Pentaho Enterprise |e  Information e Oracle
of an Agency. These systems allow an |4  Current IBM offering e Jaspersoft Builders Contract
Agency to gather, store, access and |,  Cyrrent Oracle offerings e  Eclipse BIRT e Jaspersoft
analyze data to aid in decision-making. e Kognitio
Generally these systems will illustrate . MicroStrateqy
business intelligence in the areas of e  Oracle
customer profiling, customer support, e Panorama
market research, market segmentation, Software
product profitab_ility, statistical arjalysis, and e Pentaho
inventory and distribution analysis. . TKView
e SAS Institute
e  TIBCO Spotfire
Database DBMS stands for "Database Management | ¢  Current Teradata offerings e  MySOL e  Microsoft Azure e Microsoft
Management System."” DBMS is a database program. It | ¢  Current Oracle offerings e  PostgreSQL e  Salesfoce.com Contract
Software is a software system that uses a standard | o Current IBM offerings . Ingres . Oracle
method of cataloging, retrieving, and |4  Current Microsoft offerings e  FireBird Contract
running queries on data. DBMS manages |,  cyrrent Sybase/SAP offerings |e  SOLite
incoming data, organizes it, and provides | , =y rrent Progress Software
ways for the data to be modified or offerings
extracted by users or other programs.
DBMS examples include  MySQL,
PostgreSQL, Microsoft Access, SQL
Server, Oracle, RDBMS, dBASE, Clipper,
and FoxPro. Since there are so many
database management systems available, it
is important for there to be a way for them
to communicate with each other. Most
database software comes with an Operate
Product information provided by Forrester, Gartner, & IT-oLogy Nov. 4, 2011 Latest Revision: March 19, 2012 Page 5
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http://www.oasis-open.org/home/index.php
http://www.oasis-open.org/home/index.php
http://www.oasis-open.org/home/index.php
http://xml.coverpages.org/saml.html
http://xml.coverpages.org/saml.html
http://www.sap.com/index.epx
http://www.microsoft.com/en/us/default.aspx
http://www.sas.com/
http://www-01.ibm.com/software/?pgel=ibmhzn&cm_re=masthead-_-products-_-sw-allsoftware
http://www.oracle.com/index.html
http://www.actuate.com/home/
http://www.spagoworld.org/xwiki/bin/view/SpagoBI/
http://www.pentaho.com/products/
http://www.jaspersoft.com/
http://www.eclipse.org/birt/phoenix/
http://www.actuate.com/home/
http://www-01.ibm.com/software/data/cognos/
http://www.informationbuilders.com/
http://www.informationbuilders.com/
http://www.jaspersoft.com/
http://www.kognitio.com/
http://www.microstrategy.com/
http://www.oracle.com/index.html
http://www.panorama.com/index.html
http://www.panorama.com/index.html
http://www.pentaho.com/
http://www.qlikview.com/
http://www.sas.com/
http://spotfire.tibco.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://www.teradata.com/t/
http://www.oracle.com/index.html
http://www.ibm.com/us/en/sandbox/ver2/
http://www.microsoft.com/en-us/default.aspx
http://www.sybase.com/
http://web.progress.com/en/index.html
http://www.mysql.com/
http://www.postgresql.org/
http://www.ingres.com/
http://www.firebirdsql.org/
http://www.sqlite.org/
http://www.microsoft.com/windowsazure/
http://www.salesforce.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
Database Connectivity (ODBC) driver that
allows the database to integrate with other
databases.

Electronic Mail, Messaging Application Programming e  Current Microsoft offerings e  Microsoft

Messaging & Interface (MAPI) e Current Novell offerings Contract

Collaboration Simple Mail Transport Protocol (SMTP) e Novell

Electronic Mail, Confract

Messaging &

Collaboration cont.

Cloud Email A subscription offering for messaging and | ¢  Current Microsoft offerings ¢ Microsoft

Services collaboration that is cloud-based, user Contract
licensed and hosted by a provider in a
SaaS (Software as a  Service)
arrangement.

Email Protection Spamming is the abuse of electronic | e  Current Symantec offerings e Cisco e  Symantec e  Symantec
messaging systems to send unsolicited, | ¢  Current Trend Micro offerings |e  McAfee e  Microsoft Contract
undesired, bulk messages. Email spam |«  Current Microsoft offerings e  Symantec e  Proofpoint e  McAfee
involves sending nearly identical messages | «  Current McAfee offerings Contract
to a few or millions of email recipients - e  Microsoft
without  permission. Spammers often Contract
harvest addresses from web pages, e  Trend Micro
databases or by employing educated Contract
guessing. Includes all forms of email e Cisco
protection, such as SPAM and malware. Contract

FTP & SSH Server Any FTP of classified data must be | e Current Pragma Systems
performed utilizing either FTPS or STFP. offerings

. Current Process Software
offerings
e  Current EldoS offerings
FTP Client & SSH Any FTP of classified data must be | e  Current Process Software
Client Software performed utilizing either FTPS or STFP. offerings
e  Current EldoS offerings

HTML Authoring & | World Wide Web Consortium (W3C) | e  Current Microsoft offerings e  Alfresco Software e  CrownPeak e Microsoft

Web Publishing standards (HTML 3.2 is an SGML |e  Current Adobe offerings e  Drupal e Clickability Contract
application conforming to International . DotNetNuke . Adobe
Standard 1SO 8879). Full support for HTML o  eZSystems Contract
3.2 features as defined by the Internet e Jahia
Engineering Task Force (IETF) and the Mannali
World Wide Web Consortium (W3C). This : %gr%
is the recommended minimum standard, I
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http://www.microsoft.com/en/us/default.aspx
http://www.novell.com/home/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/novell.pdf
http://www.microsoft.com/en/us/default.aspx
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://www.symantec.com/index.jsp
http://us.trendmicro.com/us/home/
http://www.microsoft.com/en/us/default.aspx
http://www.mcafee.com/us/
http://www.cisco.com/
http://www.mcafee.com/us/
http://www.symantec.com/index.jsp
http://www.symantec.com/index.jsp
http://www.microsoft.com/en/us/default.aspx
http://www.proofpoint.com/
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://www.cio.state.sc.us/itmo/contract/nsp/Security/security_index.htm
http://www.cio.state.sc.us/itmo/contract/nsp/Security/security_index.htm
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Cisco_Firewall.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Cisco_Firewall.pdf
http://www.pragmasys.com/
http://www.process.com/
http://www.eldos.com/
http://www.process.com/
http://www.eldos.com/
http://www.w3.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.microsoft.com/en/us/default.aspx
http://www.adobe.com/
http://www.alfresco.com/
http://drupal.org/
http://www.dotnetnuke.com/
http://ez.no/
http://www.jahia.com/cms/home.html
http://www.magnolia-cms.com/
http://www.joomla.org/
http://www.crownpeak.com/
http://www.clickability.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf

Enterprise Standards and Approved Products

Software Domain

Category

Enterprise Standard

Top Product(s)

Open Source
Product(s)

Cloud
Offering(s)

ITMO
Contract(s)

Date

although HTML 4.0 is the preferred
development standard for new applications.

Plone
OpenCMS

Web Content
Management
Software

Web Content
Management
Software cont.

Web Content Accessibility Guidelines
(WCAGS) published by the World Wide
Web Consortium (W3C)
. Hypertext Markup Language -
HTML 4.01
e Extensible Hypertext
Language - XHTML 1.0
e Cascading Style Sheet - CSS
Levels 1&2
e  Document Object Model - DOM
Level 1
e  Synchronized Multimedia
Integration Language - SMIL 2.0
e JavaScript & Dynamic HTML —
DHTML
e  Simple Object Access Protocol
(SOAP)

Markup

Current Autonomy offerings
Current OpenText offerings
Current SDL offerings
Current FatWire offerings
Current EpiServer offerings
Current Ektron offerings
Current Vignette offerings

Alfresco Software

Drupal
DotNetNuke

eZ Systems
Jahia
Magnolia
Joomla
Plone

OpenCMS

CrownPeak
Clickability

Advanced Drawing
— Computer Aided
Drafting/Design

CAD/CADD is the use of computer
technology for the process of design and
design-documentation. Computer Aided
Drafting describes the process of drafting
with a computer. CADD software, or
environments, provides the user with input-
tools for the purpose of streamlining design
processes; drafting, documentation, and
manufacturing processes. CADD output is
often in the form of electronic files for print
or machining operations. The development
of CADD-based software is in direct
correlation with the processes it seeks to
economize.

AutoCAD has developed drawing file
formats (DXF and DWG) that have become
the de facto standards for CADD systems.

e  Current Autodesk offerings

Autodesk
Contract

Advanced Drawing/
Illustration/
Diagramming

lllustration software offers vector-based
graphics editing and drawing capabilities for
creating simple, non-photographic designs,
technical diagrams, and illustrations such
as logos and stylized art. Most also offer
basic typography and page layout capability
for producing small documents.

. Current Adobe offerings
e  Current Microsoft offerings

Adobe
Contract
Microsoft
Contract
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http://plone.org/
http://www.opencms.org/en/
http://www.w3.org/WAI/
http://www.interwoven.com/
http://www.opentext.com/2/global.htm
http://www.sdl.com/en/
http://www.fatwire.com/home
http://www.episerver.com/
http://www.ektron.com/
http://www.vignette.com/
http://www.alfresco.com/
http://drupal.org/
http://www.dotnetnuke.com/
http://ez.no/
http://www.jahia.com/cms/home.html
http://www.magnolia-cms.com/
http://www.joomla.org/
http://plone.org/
http://www.opencms.org/en/
http://www.crownpeak.com/
http://www.clickability.com/
http://en.wikipedia.org/wiki/Computer
http://usa.autodesk.com/
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://www.adobe.com/
http://www.microsoft.com/en/us/default.aspx
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf

Enterprise Standards and Approved Products

Software Domain

Category

Enterprise Standard

Top Product(s)

Open Source
Product(s)

Cloud
Offering(s)

ITMO
Contract(s)

Date

Diagramming software is used to visualize
processes, systems, and  complex
information into diagrams.

Geographic
Information
Systems (GIS)

Geographic
Information
Systems (GIS)
cont.

Compatible with the approved
server/desktop operating systems.

GIS server software provides the user with
the ability to create, manage, and distribute
GIS services over the Web to support
desktop, mobile and Web mapping
applications.

GIS allows the user to author data, maps,
globes, and models on the desktop.

Federal Geographic Data Committee
(FGDC) is an interagency committee that
promotes the coordinated development,
use, sharing, and dissemination of
geospatial data on a national basis.

The GIS PlanGraphics Reports (Volume 1
and Volume 2) dated 4/30/2001 and
preceding needs analysis have been
obtained. This plan should be reviewed
and revised where needed to reflect the
current state of GIS in South Carolina.

The GIS Coordination Council should
inform the Agency Director's Technology
Advisory Committee (ADTAC) of any
collaborative efforts to determine feasibility.

Current ESRI offerings
Current Intergraph offerings

ESRI Contract

Document Imaging
& Management

OCR/ICR is used to read data forms,
surveys, invoices and other documents
automatically.

Workflow is a term used to describe the
orchestrated movement of work between
two or more people. The workflow operates
according to prescribed business rules to
trigger notifications to people that work is
ready for their attention.

BM
Kofax

Hyland Software

Perceptive Software/Lexmark
Readsoft

eCopy/Nuance Software
Alfresco Software

EMC

HP

Autonomy/Cardiff

Alfresco Software

SpringCM

IBM FileNet
Contract
EMC Contract

Hyland
Contract

Perceptive
Software -
Image Now
Contract
Team ia
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http://www.fgdc.gov/
http://ors.sc.gov/geodetic/geodetic.html
http://www.gis.sc.gov/index.html
http://www.esri.com/
http://www.intergraphgovsolutions.com/
http://procurement.sc.gov/webfiles/IT_CONTR/GIS_ESRI.pdf
http://www.ibm.com/us/en/sandbox/ver1/
http://www.kofax.com/
http://www.hyland.com/
http://www.perceptivesoftware.com/
http://www.readsoft.com/
http://www.nuance.com/for-business/by-product/ecopy/index.htm
http://www.alfresco.com/
http://www.emc.com/
http://welcome.hp.com/country/us/en/cs/home_d.html
http://www.autonomy.com/
http://www.alfresco.com/
http://www.springcm.com/
http://procurement.sc.gov/webfiles/IT_CONTR/FileNet_Corporation.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/FileNet_Corporation.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Hyland.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Hyland.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Hyland.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Image_Now.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Image_Now.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Image_Now.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Doc_Manage_Image_Now.pdf
http://www.air1.com/broadcast/playnow.aspx?media=listen&bt=3&http://www.mmo.sc.gov/webfiles/IT_CONTR/Doc_Manage_Team_IA.pdf

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
. OpenText
. Xerox
. Team ia
E-Learning E-learning software capable of producing e- | ¢  Blackboard e  Claroline e  Cornerstone e  Blackboard
Software learning content, about to access and | e D2L . ILIAS . Taleo Contract
integrate content from a diverse range of | o Moodle . Moodle . D2L Contract
sources used in e-learning applications, | ¢  Current Sum Total Systems e Sakai e  Geolearning
capable of supporting student and instructor offerings Contract
collaboration, and capable of efficiently | o Current Saba Software
delivering content across the Internet. ings
E-Learning cont. 9 offerings
. Current Success Factors
offerings
Help Desk Software | Must support IT Service Management and | e  Current BMC Software e OTRS e  BMC Software e  BMC Contract
ITIL processes and provide compatibility offerings e  Service-now.com e  HP Contract
with a wide range of products used in | e  Current Hewlett-Packard e  Cherwell Software
supporting IT infrastructure. offerings . AXiOS
e Current CA Technologies
offerings
. Current Service-now.com
offerings
. Current Numara offerings
Anti-Spyware Spyware is a broad category of software | e  Current Symantec offerings e  ClamWin e  Kingsoft e  McAfee
designed to subvert a computer’s operation | ¢ Current McAfee offerings ¢ AVG e  Sonicwall Contract
for the benefit of a third party, without the | «  Current Kaspersky offerings e Avira AntiVirus e  Symantec
informed consent of the owner. Spyware | o  Current Trend Micro offerings Contract
may be malicious in nature, intending to |,  cyrent F-Secure offerings e  Trend Micro
collect financial information for identify theft - Contract
or it can be relatively benign, originating e  Sonicwall
from legitimate companies for the intended contract
purpose of advertising. Antispyware is -
software that is designed to remove or
block spyware.
. Entities should consider
restricting intentional
downloading and installation of
programs.
. Entities should consider providing
training to educate users in
areas, such as:
o  Understanding of End
User License
Agreement (EULA),
since oftentimes
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http://www.opentext.com/2/global.htm
http://www.xerox.com/
http://www.teamia.com/
http://www.sumtotalsystems.com/
http://www.saba.com/
http://www.successfactors.com/
http://www.claroline.net/
http://www.ilias.de/docu/
http://moodle.org/
http://sakaiproject.org/
http://www.cornerstoneondemand.com/
http://www.taleo.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Learning_Content_Management.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Learning_Content_Management.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Learning_Content_Management.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Learning_Content_Management.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Learning_Content_Management.pdf
http://www.best-management-practice.com/bookstore.asp?FO=1230360
http://www.bmc.com/
http://welcome.hp.com/country/us/en/cs/home.html
http://www.ca.com/us/default.aspx
http://www.service-now.com/
http://www.numarasoftware.com/
http://otrs.org/
http://www.bmc.com/
http://www.service-now.com/
http://www.cherwell.com/
http://www.axiossystems.com/en/home.php
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/PC_Purchase_WSCA.pdf
http://www.symantec.com/index.jsp
http://www.mcafee.com/us/
http://usa.kaspersky.com/
http://us.trendmicro.com/us/home/
http://www.f-secure.com/en_US/
http://www.clamwin.com/
http://www.avg.com/us-en/homepage
http://www.avira.com/en/promotion-premium-lp
http://www.kingsoftresearch.com/
http://www.sonicwall.com/
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SonicWALL.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SonicWALL.pdf

Enterprise Standards and Approved Products

Software Domain

Category

Enterprise Standard Top Product(s) Open Source Cloud
Product(s) Offering(s)

ITMO
Contract(s)

Date

Anti-Spyware cont.

agreements to install
spyware are included
in the fine print.

o  Proper response to
popup windows.

o  Recognition of spyware
symptoms.

o  Awareness of
suspicious emails and
“free” software.

e  Entities should consider
tightening browser security, e.g.
disabling Active X.

e  Entities should consider installing
popup blockers

Antivirus —
Desktop/Notebook/
Server

To be used on a Desktop/Notebook or on a
Server. Antivirus (or anti-virus) software is
used to prevent, detect, and remove
malware, including computer viruses,
worms, and trojan horses. Such programs
may also prevent and remove adware,
spyware, and other forms of malware.

. Protection software must reside
on desktop/ laptop, servers and
firewall

. Protection software must be
updated automatically

. Protection software should
protect inbound and outbound E-
mail and Server traffic, including
attachments

e  Procedures must be in place to
scan diskettes and CD ROMs

. Protection software must be
managed centrally within
departments

e Departments should secure a
department  wide  protection
software license and ongoing
maintenance funding

. Protection software must be
covered for the telecommuter

Kaspersky

Symantec
Trend Micro

Microsoft

Current Symantec offerings
Current McAfee offerings
Current Kaspersky offerings
Current Trend Micro offerings
Current E-Secure offerings

. McAfee
Contract

. Symantec
Contract

. Trend Micro
Contract

. Microsoft
Contract

Antivirus -
Perimeter

Independent of the desktop/server virus | e  Current Symantec offerings
protection. New signature files and | e Current Trend Micro offerings

. McAfee
Contract
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http://www.symantec.com/index.jsp
http://www.mcafee.com/us/
http://usa.kaspersky.com/
http://us.trendmicro.com/us/home/
http://www.f-secure.com/en_US/
http://usa.kaspersky.com/
http://www.symantec.com/index.jsp
http://us.trendmicro.com/us/home/
http://www.microsoft.com/en-us/default.aspx
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://www.symantec.com/index.jsp
http://us.trendmicro.com/us/home/
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
signature updates must be kept current. | e Current Microsoft offerings . Symantec
Vendor must deliver consolidated | o Current McAfee offerings Contract
management console. . Trend Micro
Contract
To be used as a perimeter device, which e  Microsoft
refers to the logic position within the Contract
agencies network. For example, a malware
protection appliance used to scan email
prior to being accessed by the employee at
his/her desktop.
Firewal| — Software that is on a computer system or | e«  Current Websense offerings e Cisco
ktop/Server/ network that_ prevent§ unauthorized users | e Current Tr.end |\/||ch offerings Contract
Des_ p from accessing a private network that is | «  Current Cisco offerings e  McAfee
Il::)ierg\?vqaeltler (I:Donrllectedf_to a IﬂUb"c 3etwork. — Current McAfee offerings Contract
- esktop firewalls and perimeter firewalls | , i e  Symantec
Desktop/Server/ are not mutually exclusive of one another. Current Symantec offerings @m
Perimeter cont. The best implementation strategy would be e Trend Micro
a layered approach with a strong perimeter Contract
defense supplemented by a strong desktop e  Websense
defense. In many instances, you would Contract
model the firewall strategy after the -
evolution of the antivirus strategy with at
least a clear two tier approach. In some
cases, additional firewalls or IPS
implementations would be necessary to
protect extremely sensitive data from both
internal and external threats and to provide
a third tier. Each implementation is
situational with at least a deep packet
inspection (DPI) perimeter solution.
DPI is now viewed as a must have feature
because of the increasing blended attacks
even in the tactical deployment. Currently
firewalls that do not have deep packet
inspection capabilities are to be contained.
Perimeter firewalls that do not have DPI or
limited DPI should be augmented with an
intrusion prevention device until they are
replaced.
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http://www.microsoft.com/en/us/default.aspx
http://www.mcafee.com/us/
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://www.websense.com/content/home.aspx
http://us.trendmicro.com/us/home/
http://www.cisco.com/
http://www.mcafee.com/us/
http://www.symantec.com/index.jsp
http://procurement.sc.gov/webfiles/IT_CONTR/Cisco_IronPort.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Cisco_IronPort.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/McAfee.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/SHI_Software.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Websense.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Websense.pdf

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
Middleware Middleware is a class of software |e  Current Progress Software e  Kuali Foundation e  Salesforce.com e  Microsoft
technologies designed to help manage the offerings . Apache  Software | e Microsoft Contract
complexity and heterogeneity inherent in | e«  Current Software AG offerings Foundation e Cordys
distributed systems. It is defined as a layer | «  Current BEA/Oracle offerings |e  Eclipse Foundation
of software above the operating system but | o Current IBM offerings . Engineering Group
below the application program that provides | Current TIBCO Software . IBM
a common programming abstraction across offerings— e« BEA/Oracle
a distributed system. e  Paremus
. Progress Software
. Red Hat
e  Software AG
e  Sopera/Talend
e  TIBCO Software
e WS0O2
. VMware
e [Boss
e  Glassfish
Middleware cont. e  Apache
Application Application lifecycle management (ALM) is | ¢  Current Rally Software e  CollabNet ¢ Microsoft
Lifecycle the s_up_er_v_ision of_ a software application Development offerings e Rally Software Contract
Management from its initial planning through retirement. It | Current CollabNet offerings Development
also refers to how changes to an |e  Current MKS offerings e  Version One
application are documented and tracked. It | ¢ Current IBM offerings
is the blending of tasks performed by a | 4  cyrrent Microsoft offerings
company’s application development and | , Current Atlassian offerings
systems  operations teams. Gartner -
suggests there is significant value in an
ALM solution and Forrester coined the term
ALM 2.0.
Network A system that monitors a computer network | ¢  Current Infosys offerings e  Zenoss e  Citrix e  Citrix Contract
Management/ for slow or failing components and notifies | o Current |BM offerings e  Groundwork e  Uptime Software e  HP Contract
Monitoring the network administrator in case of | e Current HCL offerings . Spiceworks e IBM
outages. Commonly measured metrics are | 4  Cyrrent Wipro offerings e OpenNMS e HP
response time, availability and uptime, |, Current Capgemini offerings
although both consistency and reliability | , Current Siemens offerings
metrics are starting to gain popularity. e  Current HP offeri offerings
. Current Cognizant offerings
. Current TCS offerings
. Current CSC offerings
. Current Accenture offerings
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http://web.progress.com/en/index.html
http://www.softwareag.com/corporate/default.asp
http://www.oracle.com/index.html
http://www.ibm.com/us/en/
http://www.tibco.com/
http://kuali.org/
http://www.apache.org/
http://www.apache.org/
http://www.eclipse.org/
http://www.ibm.com/us/en/
http://www.oracle.com/index.html
http://www.paremus.com/
http://web.progress.com/en/index.html
http://www.redhat.com/
http://www.softwareag.com/corporate/default.asp
http://www.talend.com/index.php
http://www.tibco.com/
http://wso2.com/
http://www.vmware.com/
http://www.jboss.org/overview.html
http://glassfish.java.net/
http://tomcat.apache.org/
http://www.salesforce.com/
http://www.microsoft.com/en-us/default.aspx
http://www.cordys.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://www.rallydev.com/
http://www.rallydev.com/
http://www.collab.net/
http://www.mksinst.com/
http://www.ibm.com/us/en/
http://www.microsoft.com/en-us/default.aspx
http://www.atlassian.com/
http://www.collab.net/
http://www.rallydev.com/
http://www.rallydev.com/
http://www.versionone.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/Software_Microsoft.pdf
http://www.infosys.com/pages/index.aspx
http://www.ibm.com/us/en/
http://www.hcltech.com/
http://www.wipro.com/index.htm
http://www.us.capgemini.com/
http://www.siemens.com/entry/cc/en/
http://www.hp.com/
http://www.cognizant.com/
http://www.tcs.com/homepage/Pages/default.aspx
http://www.csc.com/
http://www.accenture.com/us-en/Pages/index.aspx
http://www.zenoss.com/
http://www.gwos.com/
http://www.spiceworks.com/features/?net=search&kwid=63b48d39-71a8-4cde-be4c-1db6897081a9&gclid=CJWf1aXmkKoCFY0H2godflZ-zA
http://www.opennms.org/
http://www.citrix.com/lang/English/home.asp
http://www.uptimesoftware.com/
http://www.ibm.com/us/en/
http://www.hp.com/
http://procurement.sc.gov/webfiles/IT_CONTR/Citrix.pdf
http://procurement.sc.gov/webfiles/IT_CONTR/PC_Purchase_WSCA.pdf

Enterprise Standards and Approved Products

Software Domain

Category Enterprise Standard Top Product(s) Open Source Cloud ITMO Date
Product(s) Offering(s) Contract(s)
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